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Abstract 

There is a growing concern that deepening instability within the contemporary geopolitical 

domain will influence the collaborative nature of international research and constrain its 

validity.  Such limitations are not only disadvantageous to capability development but are likely 

to have a significant impact upon the spirit of wider international relations whilst presenting 

clear opportunities for exploitation by those governments who seek to destabilise the Rules-

based International Order (R-bIO).  In response, this paper examines the implications of 

contemporary Insider Threat (IT) and emphasises the vulnerability of the space industry to 

hostile covert influence.  The authors define the key concepts associated with insider threat and 

then highlight the evolving trends in the field.  An analysis of those aspects of the space industry 

that are especially vulnerable to IT is presented, with the term 'Networked Insider Threat' 

introduced to account for those circumstances in which a hostile actor intentionally exploits 

privileged credentials or access to disrupt, degrade, or deny a third party’s legitimate business.  

Finally, a systematic psycho-social model of IT mitigation that aligns the principle of Dual 

Allegiance (DA) with the Capability Opportunity Motivation-Behaviour (COM-B) paradigm and 

an established agent recruitment modality (FIREPLACES) is presented as a credible means of 

limiting IT within the space industry. 

 
1 Damian J. Terrill, BAE Systems, UK.  Contact email:  damian.terrill4@baesystems.com 
2 Markos Trichas, BAE Systems, UK. 
3 With thanks to Ms Kate Molan (Pennigtons Manches Cooper) for her editorial contributions. 



 

 

  



 

 

The Impact of Insider Threat Upon 

Supply Chains and Technical 

Development in the Space Industry 

Background 

In an era in which economic policy and international strategy are locked in a mutually 

reinforcing cycle of uncertain proportions (Mead, 2024), the geopolitical significance of 

the space is likely to increase exponentially.  Space presents an interesting geopolitical 

paradox.  It constitutes an invaluable source of financial income4 (ASD Eurospace, 2022; 

Gov.UK, 2024; Highfill et al., 2024), whilst also attracting multinational collaboration 

(Adams, 2019; Byers, 2019) and remaining fundamental to both national and 

international defence and security protocols (UK Parliament, 2021; Harrison & 

 
4 The space economy accounted for $131bn (0.5% of GDP) for the U.S. in 2022 (Highfill et al., 2024).  
The European space industry is described as experiencing ‘limited growth’ of 200 million Euros in 
2023, totalling 8.4 billion Euros (ESA, 2023).  In 2023, income from the UK space industry was 
£18.9bn, a 0.7% decrease from 2020/21 (Gov.UK, 2024). 



 

 

Strohmeyer, 2022; MoD, 2022; NATO, 2024; Varadharajan & Suri, 2024; Ministry of 

Defence, 2025).  Beyond these immediate considerations, Munévar (2014) and Edwards 

(2021) affirm space represents a critical gateway to the very survival of humankind.  It is 

unsurprising, therefore, that space is heavily congested, highly contested, and 

accommodates a multitude of semi-autonomous actors and nation states vying to 

dominate access, influence, and control. 

 

Due regard must be given to the many collaborative networks that operationalise the 

space domain and enhance humankind’s understanding of its mysteries and 

opportunities.  Nevertheless, entrenched international competition leaves the myriad 

physical assets in orbit vulnerable to a combination of direct strikes from anti-satellite 

(ASAT) munitions, as well as physical and non-physical interference through rendezvous 

and proximity operations (Mowthorpe & Trichas, 2022; Trichas & Mowthorpe, 2025).  

Contemporaneously, the various layers of terrestrial infrastructure that support in-orbit 

operations remain at risk from a confluence of sabotage and multilayered hybrid or sub-

threshold manipulation (Höyhtyä & Uusipaavalniemi, 2023; West, 2023; de Zwart, 

2024). 

 



 

 

According to Clack and Selinsey (2021), hybrid and sub-threshold activity is ‘… ill-defined 

but involves the persistent deployment of multiple (often covert) instruments of 

influence, e.g., information, economics, military, cyber, culture, intelligence, and crime’ 

(p.266).  Providing additional clarity, Sisson (2024) maintains sub-threshold engagement 

denotes conduct that may involve the threat or use of force in a manner that is 

unrecognisable as a conventional act of war (p.46).  Likewise, Kaushal (2021) asserts sub-

threshold activity operates through a series of ‘campaign mechanisms’ which comprise 

‘strategic erosion; enabling a partner to achieve decisive effects in the Fight phase of 

operations; setting the conditions for committing one’s own forces to a high-intensity 

clash; costly signalling and brinkmanship’ (p.11).  Acknowledging the breadth of 

activities and operations that may constitute sub-threshold or hybrid engagement, this 

paper is principally concerned with the manipulation of key personnel (sometimes 

referred to as ‘elite capture’ (Watling et al., 2024, p.5)), and the role of Insider Threat 

(IT) in particular. 

Insider Threat (IT) 

The UK’s National Protective Security Authority (NPSA) defines an ‘insider’ as ‘any 

person who has, or previously had, authorised access to or knowledge of the 

organisation’s resources, including people, processes, information, technology, and 



 

 

facilities’ (NPSA, 2024a).  Thereafter, NPSA (2024a) affirms IT constitutes ‘an insider, or 

group of insiders, that either intends to or is likely to cause harm or loss to the 

organisation;’ they further suggest that any activity which could, regardless of intent, 

lead to harm or loss to the organisation be regarded as an ‘insider event.’  In its most 

explicit form, IT exemplifies a type of tactical activity that can have significant adverse 

strategic effect(s).  In light of its ability to cause large-scale, potentially unrecoverable, 

harm to an organisation and an organisation’s associated partner(s), IT is a leading global 

security concern (IBM, 2024; Inayat et al., 2024; Skorich & Manning, 2025; Whitelaw et 

al., 2024), not least to contemporary and future space-based assets and their supporting 

infrastructure (NASA, 2022). 

 

Given the sensitivities, acute vulnerabilities and significant value of space assets, the 

potential for IT in the space industry is formally acknowledged as a national security 

priority (DNI, n.d.; NASA, 2022; Martina, 2023).  It follows that the United States invests 

heavily in countering IT to space assets.  NASA (2022) advocates the value of 

multidisciplinary research and collaborative practice to mitigate IT, whilst DNI (n.d.) 

highlights the importance of three key domains for effective IT management:  i.  

Identification of threat indicators; ii.  Proactive reporting of suspected IT activity; iii.  

Robust mitigation through investment in personnel management, legal insight, accurate 



 

 

record keeping, and the identification of high-value assets.  In comparison, both the 

European Union (EU) and the UK present detailed insight into the threats posed to 

government and industry by insiders (NPSA, 2024b), and the security of space assets 

(European Commission, n.d.).  To the authors’ knowledge, however, neither the EU nor 

the UK provide specific commentary on the prevalence or circumstances regarding IT in 

the space industry; nor do they offer precise details of how such threats may be 

mitigated. 

 

Acknowledging the U.S. Government's significant investment in and reliance upon 

space-based assets, its leading position on IT in the space industry is unsurprising.  The 

omission of such domain-specific IT insight in either an EU or UK context is a notable 

concern.  It represents a multidisciplinary opportunity for EU and UK commentators to 

align their knowledge of IT protocols with their experience in the space industry and 

apply this in conjunction with the lessons identified by US colleagues.  To ensure high-

credibility targeted investment, it is imperative to agree on the fundamental principles 

of IT, and to recognise the nature of the threats posed in a European context. 

 

IT is not an exclusively modern concern.  As Renaud et al. (2024) observe, IT played a 

decisive role in the Persian Army's victory over the Greeks at The Battle of Thermopylae 



 

 

in 480 BC and came to fruition once again in Renaissance-era Germany, when in 1452 − 

in what would today be regarded as a case of industrial espionage − Johannes Gutenberg 

lost possession of his industry-leading printing company.  Definitive explanations of how 

and why such historical betrayals took place remain a matter of conjecture.  

Nevertheless, history speaks to the enduring presence of betrayal and deceit across the 

globe and at all levels of society.  It is reasonable to conclude, therefore, that the same 

conflicted loyalties and moral ambiguities that are likely to have underpinned events in 

Ancient Greece and Renaissance Germany have remained ever-present.  IT is, to a 

greater extent, defined by its paradoxical nature: although the concept of betrayal 

remains deeply abhorrent, the capacity to betray resides just below the surface of 

everyday human interaction.  Consequently, the authors maintain that the psycho-social 

processes which determine the betrayal of one's colleagues and friends constitute an 

innate feature of the human condition. 

 

Renaud et al. (2024) assert that when considering IT, a taxonomic perspective that 

advocates classification based on observable characteristics affords the optimal level of 

insight.  Although recognising Renaud et al’s (2024) concerns around the limitations in 

broad categorical distinctions within the IT domain; the authors concur with CISA’s (n.d.) 

insistence upon the need to distinguish between deliberate or intentional ITs and 



 

 

accidental or unintentional ITs from the outset.  For CISA (n.d.) deliberate IT concerns 

actions taken to purposefully harm an organisation, whereas accidental IT stems from 

mistaken conduct or negligence.  Providing additional clarity, NPSA, (2013) subdivides IT 

into three domains:  i. Deliberate; ii. Volunteer/Self-initiated, and iii. 

Exploited/Recruited.  According to NPSA (2013), the deliberate insider obtains 

employment with the express intention of manipulating their access.  Analogously, the 

volunteer/self-initiated IT makes a conscious decision to betray his/her organisation; but 

in contrast to the deliberate IT, he/she does not join the organisation with the intention 

to betray.  Paralleling the volunteer/self-initiated IT, the exploited/recruited IT did not 

intend to betray his/her organisation at the commencement of employment but has, in 

some manner, been persuaded or coerced into betrayal by a third party (NPSA, 2013, 

p.8). 

 

This paper is explicitly concerned with malicious determination, or Mens Rea, as the 

principal feature distinguishing intentional from unintentional IT.  Of note, the authors 

recognise the scope for intentional IT actors to exploit the trust and access afforded to 

them and remain undetected for a substantial period.  It follows that intentional ITs have 

the capacity to inflict sustained harm upon their chosen organisation and substantially 

degrade its efficacy, credibility, and long-term reputation.  Thus, the analysis presented 



 

 

herein focuses solely upon intentional IT actors and the extent of the harm they 

represent. 

 

In slight variance from CISA’s (n.d.) reference to witting or unwitting potential to cause 

harm, Skorich and Manning (2025) distinguish ‘pure benefit intent’ from ‘adversarial 

intent’ (p.112).  In the former, a hostile actor benefits from illicit access without harming 

the organisation’s purpose or objectives; in the latter, however, the hostile actor 

explicitly opposes the purpose or mission of the targeted organisation.  For Skorich and 

Manning (2025), it is essential to recognise that the costs of (intentional) IT are vast and 

have the potential to significantly degrade an organisation’s internal cohesion and 

reputation by dramatically impairing the ‘… inspiration of its employees …’ (p.5).  In 

addition to these more abstract harms, organisations will, almost certainly, incur 

significant financial losses from IT.   

 

Acknowledging Skorich and Manning’s (2025) observation that commentary on the 

impact of IT amongst targeted organisations is in limited supply, IBM (2024) 

incorporates industry-leading data from the Ponemon Institute to estimates the average 

cost of data breaches in the U.S. at $9.36 million − with a comparable UK average of 

$4.53 million.  IBM’s (2024) sector-wide global market analysis revealed technology as 



 

 

the fourth most significant IT sector, with the average cost of a data breach in 2024 

totalling $5.45 million (an increase of 15 percent from 2023).  IBM (2024) identifies 

phishing and stolen or compromised credentials as the two most frequent attack 

vectors, whilst ‘malicious insiders’ represent the costliest attack modality at an average 

sum of $4.99 million. 

 

Somewhat reassuringly, IBM (2024) reports malicious IT constitutes one of the smallest 

threat groups, having been responsible for seven percent of attacks in 2024.  Given that 

stolen or compromised credentials accounted for one of the most frequent attack 

vectors (sixteen percent), it is essential to recognise that an intentional or malicious IT 

actor is ideally positioned to facilitate the theft or compromise of staff members’ 

credentials and other official documents.  In this regard, IBM (2024, p.14) asserts that 

deliberate attacks involving external aggressors or ‘malicious criminal insiders’ 

accounted for the largest quantity (fifty-five percent) of data breaches in 2024.  IBM 

(2024) observed, furthermore, that an organisation’s identification and containment 

times are greatest when confronting stolen or compromised data (292 days), or when 

malicious insiders were involved (287 days).  Having established the critical distinctions 

between unintentional and intentional IT actors, defined the prominent IT categories, 



 

 

and touched upon the scale of contemporary IT events, it is essential to consider the 

psycho-social and geopolitical determinants of intentional IT activity. 

 

Psycho-social and Geopolitical Determinants of Intentional IT 

Activity 

Intentional IT is a ubiquitous human-centric concern.  As such, both the United States 

and United Kingdom Governments assess that any public, private, or voluntary sector 

organisation−regardless, of its size or structure−is susceptible to a range of IT events 

(NPSA, 2023; CISA, 2024, n.d.).  Having acknowledged how unintentional IT activity is 

typically associated with mistaken conduct or negligence, it appears that the conflicted 

attitudes and beliefs that drive intentional IT activity are magnified during times of 

personal and professional uncertainty, existential crises, and other periods of emotional 

distress (NPSA, 2013; Charney, 2014; Noonan, 2018; Terrill et al., 2024).  Thus, the 

authors caution that the deepening instability which permeates the contemporary 

geopolitical domain and promotes the delivery of hostile activities that fall short of 

conventional warfare, will increase the psychological distress and sociological 

uncertainty that underpins intentional IT events. 

 



 

 

Psycho-social Determinants of Intentional IT Activity 

There is broad agreement that the bulk of those risk factors associated with intentional 

ITs emanate from a toxic blend of external (personal and/or professional) pressures and 

emotional dysregulation, and that these pressures promote psychological dissonance 

and amplify the willingness to betray (NPSA, 2013; Charney, 2014; Noonan, 2018; Barton 

et al., 2024; Renaud et al., 2024; Terrill et al., 2024).  Scholars (Renaud et al., 2024; Terrill 

et al., 2024), affirm the intersubjective domain that links the individual with his/her 

professional and social worlds constitutes the formative ground into which the seeds of 

IT are sown.  Charney (2014) maintains the intentional IT actor progresses through an 

emotionally tumultuous ten-stage psychosocial process, or ‘ten life stages’ (p.2).  

According to Charney (2014), the intentional IT typically harbours feelings of inadequacy 

or personal failure and then experiences an array of unique, personally challenging, 

events that lead to betrayal and culminate in post-conviction personal reflection or 

‘brooding in jail’ (p.6). 

 

Paralleling Charney’s (2014) view, NPSA (2013) insist that IT actors are often influenced 

by a multitude of personally troubling psychosocial factors.  Whilst acknowledging the 

need for personal recognition and conflicted loyalties as common drivers of intentional 

IT, NPSA (2013) affirms that both financial incentives and broader ideological 



 

 

considerations held greater sway over the individual.  Acknowledging potential 

limitations in IT research stemming from strict categorical definitions and limited data 

sets, Schoenherr et al. (2022) offer an insightful perspective on IT motivation.  

Schoenherr et al. (2022) maintain the actions of intentional IT actors deviate from the 

group norm; helpfully, they divide the actors into three subtypes:  i.  Individuals 

concerned with their own outcomes (asocial); ii.  Individuals seeking to cause harm 

(antisocial); iii.  Individuals seeking to assist those outside of the target organisation 

(prosocial) (p.3).  Recognising the dynamic nature of IT motivation, Schoenherr et al. 

(2022) advocate for the ongoing examination of the individual’s identity construct(s) and 

his/her markers of ideological and sociocultural allegiance.  Analysis of this nature 

establishes the necessary depth to identify shifts in attitudes, perspectives, worldviews, 

and social interactions that are indicative of increased IT risk. 

 

Skorich and Manning (2025) challenge the value of this idiographic perspective by 

adopting a systemic approach to risk identification and mitigation.  Skorich and Manning 

(2025) describe an emphasis upon individual actors and perpetrators of IT as ‘incredibly 

generic’ (p.17), whilst criticising the accompanying tendency to focus upon previous 

incidents for narrowing the analytical scope.  The authors insist conventional idiographic 

approaches to IT identification are prone to human biases, vulnerable to type one and 



 

 

two errors, and−largely thanks to their inability to account for the diffuse nature of 

human cognition−unable to definitively pinpoint the source of IT.  In response, Skorich 

and Manning (2025) assert organisations would increase their capacity for IT mitigation 

markedly by attending to the systems, structures, assets, and processes that define their 

ways of working.  For Skorich and Manning (2025), this integrated or systemic approach 

is delivered through a four-stage Insider Threat Management Model (p.21), that is 

integral in identifying and limiting the opportunities for (potential) IT actors to operate. 

 

Within the structural focus of their model, Skorich and Manning (2025) recognise the 

place of the human (IT) actor and both the extent and nature of his/her agency.  Initially, 

Skorich and Manning (2025) advocate the need to understand ‘the critical link between 

the [organisational] asset and the human or non-human actor that is enabled to make a 

decision, access information, or manage a physical or intangible asset …’ (p.76).  

Thereafter, they emphasise the pivotal role of actors who are external to the targeted 

organisation−so called ‘beneficiaries’−in manipulating interpersonal relations with 

individuals inside the targeted organisation to obtain a desired outcome (pp.104-106).  

The limitations of an individualised approach to IT mitigation notwithstanding, Skorich 

and Manning (2025) urge thoughtful exploration of three motivational factors (i. 

Pressure; ii. Rationalisation, and iii. Inducement) which leave the individual employee 



 

 

both susceptible to malicious external inducement and prone to egocentric 

vulnerabilities, thereby increasing the likelihood that he/she will deliberately betray 

his/her parent organisation. 

 

Given the challenges associated with deliberate IT (NPSA, 2013; Skorich & Manning, 

2025; Tian et al., 2025), it is advantageous to consider the actions of certain high-profile 

individuals who established positions within an organisation yet maintained a 

preconceived intent to deceive its personnel, disrupt its outputs, and degrade its 

reputation.  Although this demographic constitutes a low base rate, the implications of 

their actions far outweigh their frequency.  This is evident in the conduct of the infamous 

Russian mole and senior British Intelligence operative, H.A.R. “Kim” Philby, and the 

former U.S. Green Beret, Peter Debbins. 

 

Philby was recruited by the KGB in the early-1930s, whilst a student at Cambridge 

University, and encouraged to secure a position within Britain's Secret Intelligence 

Service (SIS / MI6).  Philby was successful and held several senior appointments between 

1940-1951.  Throughout his tenure, Philby released a raft of highly classified intelligence 

products to his Soviet handlers.  Having rebutted a multitude of allegations regarding 

his conduct, Philby was eventually dismissed from SIS in 1955 (Philby, 1968/2018; 



 

 

Britannica, 2024).  The consequences of Philby’s betrayal are difficult to ascertain.  

Beyond the incalculable reputational harm he inflicted upon SIS, it is observed that 

through his self-confessed ‘dirty story’ (Reuters, 2016), Philby was responsible for the 

deaths of thousands of persons connected with the British Government’s covert 

activities (The Week, 2022). 

 

Peter R.D. Debbins, a former U.S. Green Beret and self-confessed ‘son of Russia’−whose 

mother originated from the former Soviet Union−was uncovered as a Russian agent 

around 2011, having served seven years in the U.S Military5.  Evidence suggests Debbins 

was recruited by the Russian Intelligence Services (RIS) during a series of visits he made 

to Russia in his early adulthood throughout the mid-1990s.  Seemingly enamoured by 

the Russian way of life, Debbins married his Russian-born wife in 1997.  In the following 

year, Debbins graduated from the University of Minnesota.  He immediately 

commenced active service with the U.S. Army and deployed to The Republic of Korea as 

a junior officer.  Having maintained covert contact with RIS, Debbins’s handlers urged 

him to remain in active service and pursue more specialised opportunities (CDSE, n.d.; 

United States of America v. Debbins/Lesnikov, 2020). 

 
5 With a further five years on the U.S. Army’s Inactive Reserve List (United States of America v. 
Debbins/Lesnikov, 2020). 



 

 

 

Despite having incurred disciplinary action during the early stages of his career, Debbins 

passed Special Forces selection in 2001.  Debbins joined the 10th Special Forces Group in 

2003, wherein he exploited various command positions by releasing highly classified 

information to RIS on what appears to have been a consistent basis.  These actions 

remained undetected, however, and following an honourable discharge from the U.S. 

Army in 2005, Debbins maintained the connections to his RIS handlers and sought their 

assistance in establishing business interests in Russia (CDSE, n.d.; United States of 

America v. Debbins/Lesnikov, 2020). 

 

Whilst the details of Debbins’s psychological character are unclear, it is apparent that he 

valued the Russian aspects of his identity and maintained a strong affinity to Russian 

culture.  Additionally, Debbins’s ambivalence regarding his military career and a desire 

to establish financial interests in Russia are likely to have amplified his conflicted 

ideological allegiance.  It is conceivable that the confluence of identity related and 

instrumental motivational variables enabled Debbins to fuse the disparate aspects of his 

life through a pro-Russian narrative, and that this narrative mitigated any residual 

cognitive dissonance associated with his underlying allegiance to the U.S. 

 



 

 

It is necessary to acknowledge the inherent limitations in case study analysis and 

recognise the value of a holistic analytical paradigm.  Consequently, the authors 

advocate a systematic approach that considers the influence of societal factors upon a 

person’s decision making and self-perspective, and, in certain context, his/her decision 

to betray (Crocetti et al., 2018;2023; Schoenherr et al., 2022). 

 

Geopolitical Determinants of Intentional IT Activity 

In his thought-provoking analysis of American isolationism, McConnell (2025) cautions 

the ascendency of global multipolarity presents myriad challenges to long-established 

Western democratic norms.  It follows that the continued escalation in geopolitical 

tensions which accompanies the evolving multipolar position will degrade the Rules-

based International Order (R-bIO) and accelerate global fragmentation.  One may expect 

that the instability associated with such widespread fragmentation will precipitate an 

uptick in small-scale covert actions, many of which are likely to involve intentional 

(networked) IT activity. 

 

Emphasising the complexity and political sensitivities associated with covert action, 

Pasquale and Johnson (2019, p.32) define it as a ‘tool within the intelligence 

subcomponent of the information instrument.’  Commentators (Mumford, 2013; 



 

 

Cormac, 2018; Pasquale & Johnson, 2019) insist, furthermore, that, as its name suggests, 

covert action involves various mechanisms of influence that enable the sponsoring 

government to affect the politics, organisations, or events of a foreign entity in a manner 

that minimises the likelihood of attribution.  Crucially, Cormac (2018) observes how 

covert action is concerned with disruption through support to existing forces and the 

exploitation of existing cleavages (p.272). 

 

The authors assess that covert action is likely to present as either a (series of) standalone 

event(s); as conduct in direct support of conventional military activity, or as a 

strategically planned purposefully integrated combination of the two.  It is to be 

expected that the specific form of covert action will either be directly targeted upon an 

established conflict zone or channelled in a more nuanced manner that is offset from 

the main military effort.  Either way, covert action will be designed to degrade 

governmental, industrial and/or academic institutions from within in a manner that 

minimises the likelihood of attribution to the original beneficiary or sponsoring 

authority. 

 

Successful execution of covert action will be dependent upon a detailed, accurate 

reading of the surrounding sociocultural dynamics and, thereafter, the ability to 



 

 

manipulate them.  Thus, it is imperative for theorists and practitioners alike to recognise 

the top-down flow of psychosocial instability that is initiated at the geopolitical or macro 

level.  The layers of ideological and economic uncertainty that accompany ambiguous 

multipolar geopolitical dynamics are detrimental to the integrity of the collective 

consciousness promoted by authoritative scholars such as Durkheim (Durkheim, 

1893/1997; Callegaro, 2021) and Jung (1921). 

 

One can surmise that the deterioration of the collective (macro-level) consciousness will 

filter down to exacerbate divisions at the societal (meso) level.  As accepted collective 

norms, identity structures, and social expectations begin to unravel, the resultant 

psychological sequelae will, almost certainly, exacerbate pre-existing vulnerabilities at 

the individual psychological (micro) level.  The authors caution that these circumstances 

are likely to impair the individual’s sense of self and significantly degrade the durability 

of his/her of personal resilience.  Crucially, an insecure psychological position is a risk 

factor for IT, whilst a conflicted sense of self and degraded individual resilience are 

appealing to those individuals seeking to exploit vulnerable persons as instruments of 

covert action.  The authors caution that it is through the exploitation of these 

psychological vulnerabilities that hostile actors will deliver persistent networked insider 

threat. 



 

 

 

In recognition of NPSA’s (2013) and Renaud et al.’s (2024) taxonomic perspectives, 

persistent networked (insider) threat is considered a deliberately targeted process.  

Paralleling current thinking around intentional or deliberate IT (Skorich & Manning, 

2025), persistent networked IT occurs when an individual purposefully establishes a 

role, orchestrates a situation, or contrives an event that enables him/her to gain access 

to personnel, materials, or physical locations that are beyond his/her immediate sphere 

of influence.  In the case of networked IT, the individual is motivated by adversarial 

intent, in that he/she harbours a rationale that is detrimental to his/her immediate 

employer and potentially advantageous to a competitor or adversary.   

 

Given the broad, complex nature of IT, it is necessary to distinguish internal from 

external networked IT.  In the former, the individual purposefully establishes internal 

professional connections (networks) and exploits interpersonal relationships to gain 

access to elements of his/her organisation that would otherwise be restricted or entirely 

off limits.  External networked IT follows a similar pattern in that the actor’s malicious 

intent is obfuscated, however, the execution is more complex.  In the context of external 

networked IT, the principal objective is not the individual’s immediate organisation; 

rather, the immediate organisation is perceived as a funnel or gatekeeper and targeted 



 

 

instrumentally as ‘means to an end.’  External networked IT activity is conducted with 

the intention of securing access to an organisation or ally that is partnered with the IT 

actor’s immediate ‘parent’ organisation and would be inaccessible without the cover of 

the parent organisation’s legitimate access.  For example, the individual deliberately 

secures employment with a private sector defence contractor to obtain access to the 

target country’s national defence or security infrastructure. 

 

Further to the obfuscated nature of sub-threshold engagement, both internal and 

external networked IT provides a plausible vector for delivering offset action.  This is 

especially pertinent for those actors seeking to target highly classified, heavily secured 

assets − such as next generation dual-use space-based technology6 − that is intended to 

be kept under the most stringent controls.  In this context, networked IT would provide 

a mechanism to disrupt or deny supply chains, or covertly access small-scale 

components that are fundamental to successful space-based operations − such as the 

circuitry that enables the satellite’s Telemetry Tracking and Command (TT&C) or 

propulsion systems. 

 

 
6 For example, satellite systems that can be simultaneously employed for civilian, military, and 
national security purposes. 



 

 

Assuming his/her presence remains undetected, the networked IT actor would be able 

to conduct persistent sabotage activity that could threaten the operational integrity of 

space-based asset or leave it vulnerable to manipulation by an unauthorised third party.  

Given the climate of evolving geopolitical uncertainty, the authors caution that 

networked insider threat is likely to become a significant force multiplier.  It is suggested, 

therefore, that counterintelligence protocols in the space industry be afforded close 

attention. 

Intentional (Networked) IT in the Space Industry 

The uncertainties of the geopolitical domain and the increasing prevalence of sub-

threshold activity challenge the norm of conventional warfare and present an array of 

bespoke security threats to the physical, cyber, informational, and space domains 

(Connolly, 2024; Marsh, 2024; Tian et al., 2025).  In this regard, Karlin (2024), Morin 

(2024), and Prykhodko and Oksin (2020) assert that space technology will be integral to 

success in future conflict, whilst Johnson and Clack (2024) and Varadharajan and Suri 

(2024) insist that the future operating environment will see a closer integration of the 

space, and cyber domains, with essential military and critical national infrastructure 

becoming increasingly dependent upon space technology and the private sector service 

providers who oversee it.   



 

 

 

Varadharajan and Suri (2024) predict sustained growth within the space sector will 

increase both competition and mistrust between commercial entities and their 

respective governments.  They caution, therefore, that these circumstances will likely 

encourage attackers to target the technical infrastructure that provides connectivity for 

essential services and space assets.  Comparably, Milley and Schmidt (2024) propose 

that the era of conventional ‘shock and awe’ campaigns has come to an end (p.35) and 

assert that the West can no longer rely on overwhelming firepower to neutralise its 

opponents.  Of concern, Milley and Schmidt (2024) warn that U.S. military personnel are 

especially vulnerable during urban engagements as adversaries seek to target their 

communications systems, whilst advanced Chinese hypersonic missiles expose U.S. 

Naval forces to significant risk.   

 

When analysing potential (insider) threats to space assets, it is essential to adopt a 

holistic perspective that considers not only the specific space-based asset but also the 

ground station that controls it and the array of back-and-forth signals these systems 

generate.  Amplifying this point, Ribeiro (2025) emphasises the need to secure the data 

involved in the management of space assets, whilst simultaneously recognising the high 

levels of human-machine integration creates fault-lines and the scope for error.  



 

 

Likewise, Varadharajan and Suri (2024) highlight the vulnerabilities associated with 

impaired access to the in-orbit asset and the possibility of the legitimate 

owner/operator being locked out of the TT&C system by a hostile actor.  

Contemporaneously, Varadharajan and Suri (2024) characterise an attack on the ground 

station as the easiest means of interfering with space architecture. 

 

According to Milley and Schmidt (2024) and Karlin (2024), drones, robotic technology, 

AI, and space will have a marked impact on the nature of state-on-state engagement.  It 

is imperative, therefore, that Western powers adopt a nuanced, technologically astute 

approach to contemporary and future conflict by ensuring robust personnel security 

measures align with the fast-paced evolution of technological progress.  There can be 

little doubt that the effective operationalisation of space will require an integrated 

multinational research and development paradigm.  The application of such a paradigm 

does, however, raise pertinent questions regarding the effective mitigation of 

networked IT.  Referencing the IT vulnerabilities associated with its broad multinational 

research and development portfolio and unclassified systems, NASA (2022) observes 

how China’s determination to control space is likely to become contentious and inspire 

friction between international collaboration and state-on-state competition.   

 



 

 

Collaboration in space-related activities has the capacity to advance Western capability; 

equally, poorly implemented collaborative practice places Western interests at risk as 

experts manage the equilibrium between the pressing need to further humankind’s 

understanding of space against national security priorities.  This psychological balancing 

is reminiscent of Stagner’s (1954) Dual Allegiance (DA) principle.  According to Gordon 

and Ladd (1990), DA is a much-debated term that was formulated within the context of 

company versus union allegiance.  It asserts that the individual balances ‘… approval of 

the existence, objectives and over-all policies both of company and union’ (Purcell, 1954, 

p.49).  Furthering this position, Husted et al. (2013) frame allegiance as an individual 

phenomenon that is heavily influenced by a range of psychosocial variables.  Husted et 

al. (2013) concur with previous findings that the nature of a person’s allegiance aligns 

with one of four profiles − ‘Lone wolves;’ ‘Company soldiers;’ ‘Gone native,’ and 

‘Gatekeepers’ − each representing its own vulnerabilities and opportunities for 

collaboration.  In the context of IT, the ‘Lone wolves’ and ‘Gone native’ typologies are of 

concern as each evidence behaviours that are antithetical to robust data or access 

security.  Husted et al.’s (2013) profiles are illustrated in Table One. 

 

Acknowledging the potential risks to technological advantage and intellectual property 

associated with international collaboration, NASA (2022) asserts that the U.S. carefully 



 

 

monitors the information it shares on the global stage.  They observe that China is 

responsible for sixty percent of industrial espionage, with Russia linked to a range of 

hacking, espionage, and hostile cyber activities.  Crucially, NASA (2022) maintains that 

the dual-use nature of space technology makes it especially attractive to hostile state 

actors.  In this regard, the Chinese Communist Party (CCP) currently employs the ‘Talent 

Plans’ espionage technique. 

 

Mirroring elements of the long-established ‘(intellectual) elite capture’ principle 

championed by RIS (Chaguaceda & Rouvinski, 2024); China’s Talent Plans are designed 

to ‘…blur the line between informal technology transfer and intellectual property 

theft…’ thus enabling restricted material to be transferred from the U.S. to China and 

creating opportunities for the CCP to launch hostile cyber operations (Portman & Carper, 

2019; NASA, 2022, p.4).  China maintains an extensive Talent Plan network7.  At present, 

the CCP accepts applications from appropriately positioned foreign parties (through a 

suitable Chinese third party), whilst also expanding the network organically by 

compelling recruited members to identify other potential sources (Portman & Carper, 

2019; NASA, 2022). 

 
7 Referred to as the ‘Recruitment Program of Global Experts’ or the ‘Thousand Talents Plan’ 
(Portman & Carper, 2019, p.20). 



 

 

 

Supply Chain Considerations 

The myriad threats to Western space assets from Chinese Talent Plans and Russian 

cyberoperations must not be underestimated.  Viewed either as isolated phenomenon 

or as a strategically cohered entity, the breadth of the Chinese network and the 

sophistication of Russian (cyber) espionage have the capacity to significantly degrade 

the technological advantages enjoyed by Western allies.  Chinese and Russian state 

actors can target multiple vectors within the space research and development and 

operational pipelines.  Of note, are the vulnerabilities associated with complex 

multifactor supply chains and the fragility of unclassified communications and data 

storage networks therein (NASA, 2022; Varadharajan & Suri, 2024). 

 

The increasing democratisation of space is creating booming demand for technical 

services, advanced research, and bespoke product development – a demand that is 

routinely met through a fusion of the state, commercial, and academic sectors (Baiocchi 

& Wesler IV, 2015; Prykhodko & Oksin, 2020).  Varadharajan and Suri (2024) caution 

how technology manufacturers source many of their essential components from a 

variety of international suppliers to maximise their business interests.  Given that 



 

 

technology suppliers often conduct the bulk of their day-to-day business via low 

classification networks, the relative ease of communication that these networks provide 

must be weighed against the findings of NASA (2022) and Varadharajan and Suri (2024) 

which emphasised the need to fortify communications networks against hostile 

intrusion.  Further complicating the matter of intra and inter-organisational 

communication, due regard must be given to the vast array of satellites in orbit and their 

extensive lifecycles.  Reliance upon long-established space technology introduces 

vulnerabilities through unpatched legacy components and calls into question the extent 

to which suppliers retain control over the software codes built into the multitude of 

essential technological components (Varadharajan & Suri, 2024). 

 

As the vulnerabilities of space technology extend beyond the operational domain, it is 

pertinent to recognise the variance in cyber threat vetting and cybersecurity protocols 

that exists across the global supply chain matrix and between the private and 

government sectors (Livingstone & Lewis, 2016/18; Gillette, 2021; Varadharajan & Suri, 

2024).  Crucially, state – commercial-sector distinctions create prominent gaps between 

the owners, operators, and consumers of space assets.  Not only does this hamper the 

flow of classified threat data, but it creates marked uncertainty around legal liability 

(Livingstone & Lewis, 2016/18).  To facilitate a much-needed cross-domain global supply 



 

 

chain cyber security framework, it is imperative that commercial organisations 

champion a culture of threat mitigation whilst accepting the potential financial burden 

and time delays therein; simultaneously, government agencies must promote the 

efficient dissemination of intelligence to suitably vetted non-governmental subject 

matter experts.  It is unclear; however, which country or organisation would assume 

responsibility for a global cybersecurity framework and ensure that it remains 

commensurate with international space treaties and law enforcement agencies 

(Livingstone & Lewis, 2016/18; Poirier, 2024; Varadharajan & Suri, 2024).  This type of 

strategic collaboration would require wholesale endorsement by China and Russia, both 

of whom retain a significant investment in space research whilst pursuing geopolitical 

aspirations that are antithetical to the defence and security interests of Western allies. 

 

Having acknowledged the value of space to national defence, identified the importance 

of collaborative practice, and outlined the harms a motivated IT actor can deliver in a 

sub-threshold context, bold measures must be implemented to safeguard the space 

industry from networked IT. 



 

 

Mitigating Networked IT 

Chou et al. (2025) insist effective collaboration is one of the key strengths of liberal 

democracies and provides a strategic advantage over the closed perspectives of 

authoritarian nations (p.166).  It follows that ongoing international collaboration across 

the public, private, and academic sectors will be essential in meeting the burgeoning 

requirements for space technology and in defending the R-bIO from hostile influence.  

As is the case with many high-value enterprises, illegitimate behaviour and corruption 

are notable concerns within the space sector (Prykhodko & Oksin, 2020).  It is 

imperative, therefore, that Western allies in the space industry recognise the 

vulnerabilities of a collaborative rationale and mitigate the risks associated with 

networked IT.  This can be achieved by employing accurate, empirically valid, threat 

identification principles. 

 

Given the nuanced complexity of (networked) IT assessment and the shortcomings 

associated with an overreliance upon idiographic ‘profiling’ in the IT domain (Skorich & 

Manning, 2025), the authors advocate a holistic person-centred psycho-social 

perspective.  This integrated perspective prioritises the need to understand the 

collaborative human-technology interface which underpins the space domain, and 



 

 

highlights the potential vulnerabilities associated with DA in the broader sub-threshold 

context.  Consequently, the authors align the systemic considerations championed by 

Skorich and Manning (2025) with the Capability Opportunity Motivation-Behaviour 

(COM-B) paradigm (West & Michie, 2020) and the agent motivation model:  FIREPLACES8 

(Stanier & Nunan, 2023), to provide insight into the potential psychological antecedents 

of intentional (networked) IT. 

 

As discussed, DA involves a continual balancing of various attitudes, allegiances, and 

perspectives.  When this balancing is conducted effectively, all parties are likely to 

experience enhanced productivity through appropriate information sharing and 

proactive collaboration.  As Husted et al. (2013) observe, however, dysfunctional 

collaboration can destabilise inter-organisational relationships and may result in a 

significant compromise of information, property, or personnel.  Recognising individual 

psychological determinants as the central feature of DA, Husted et al. (2013) outline four 

typologies associated with DA.  These profiles constitute the starting point of networked 

IT analysis. 

  

 
8 Financial; Ideology / Moral; Revenge; Excitement; Protection; Lifestyle; Access; Coercion; Ego, 
and Sentence. 



 

 

 

Typology Primary Characteristics 

‘Lone Wolf’ • Low levels of commitment to organisation and collaboration that 

can be exacerbated by personal pressures. 

• Prevalent at the operator level. 

• Egocentric perspective. 

• Opportunistic attitude. 

• Indications of jealousy, selfishness, and the instrumental use of 

others. 

‘Gatekeeper’ • Adaptive balance between organisational and collaborative 

loyalty. 

• Prevalent across all managerial levels. 

• Proclivity for autonomy, willingness to accept individual 

responsibility. 

• Comfortable seeking advice from senior colleagues. 

• Attuned to the challenges of balanced knowledge sharing, capable 

of self-censorship. 



 

 

• High levels of professional satisfaction and commitment to 

colleagues. 

• Strong sense of duty. 

• Capacity for gatekeeper behaviours to be acquired through 

managerial supervision. 

‘Company 

Soldier’ 

• High levels of allegiance to organisation; impaired allegiance to 

collaboration. 

• Prevalent at lower levels of research and development 

hierarchies9. 

• Experiences pride in his/her organisational connection. 

• Prioritises knowledge protection. 

• Tendency to ‘under-share’ at the cost of collaborative 

development. 

• Preference for intra-organisational knowledge sharing. 

‘Gone 

Native’ 

• High levels of allegiance to collaboration; impaired levels of 

allegiance to organisation creating a vulnerability to over-sharing 

and risk-taking. 

 
9 Sensitive to cultural variance. 



 

 

• Prevalent at the operator level. 

• Suspicious of the organisation’s top-down loyalty. 

• Outcome-focussed attitude. 

• Low base rate, but high consequence actions. 

Table One:  Four Dual Allegiance Typologies (Husted et al., 2013) 

 

As individuals’ attitudes, allegiances, and perspectives defy simplistic categorisation, it 

is suggested that managers maximise the likelihood of successful collaboration by 

familiarising themselves with Husted et al.’s (2013) allegiance typologies.  These 

collaborative safeguards can be enhanced by considering the context of the potential 

liaison.  As such, structured IT analysis framing questions (illustrated in Table Two, 

below) are intended to assist in informing the parent organisation’s perspective of the 

threats associated with DA.   

  



 

 

Analytical Level IT Analysis Framing Questions 

Level One: 

Framing 

Questions 

• What is the parent organisation’s strategic intent? 

• How do the parent organisation’s operational objectives 

support its strategic intent? 

• In which domain is the host organisation considered a 

competitor of the parent organisation? 

• Will the individual be fully embedded (seconded to) the 

host organisation for an extended period? 

• Will the collaboration be established on a limited basis and 

run remotely from the parent organisation’s facilities?   

• Has a regular reporting schedule been established 

between the individual and his/her parent and host 

managers?   

Level Two: 

Risk 

Identification 

• To what extent does the parent organisation recognise IT 

as a risk to its intent, objectives and outputs? 

• Has the parent organisation been previously affected by 

IT? 

o If yes, what was the impact of this? 



 

 

• What level of investment has the parent organisation 

committed to IT mitigation? 

Level Three: 

Risk Analysis 

• What biases does the parent organisation hold that could 

impair the risk analysis? 

• What is the likelihood of the individual engaging in 

deliberate IT behaviour? 

• What type of IT behaviour(s) is/are the individual most 

likely to conduct? 

• How effective are the current safeguards in mitigating IT 

risk? 

Level Four: 

Risk Evaluation 

• What are the most likely and most dangerous outcomes 

that could eventuate from the potential IT behaviour(s)? 

• What additional mitigation protocols should the parent 

organisation implement? 

• Will an iterative risk assessment protocol be employed? 

o If yes, what form will this take? 

• Do additional stakeholders / partners need to be 

informed? 



 

 

o If yes, who?  How will the liaison be established? 

• What documentation needs to be prepared and 

maintained? 

• What messaging strategy will the parent organisation 

adopt when discussing IT risks? 

• How will liaison between the host and partner 

organisations and any potential third party be managed? 

 

Table Two:  IT Analysis Questions (adapted from Skorich & Manning, 2025) 

 

It is suggested that the IT analysis questions are structured sequentially, from Level One 

to Level Four, as this enables the insights from the previous level to inform the next.  It 

is advisable that when structuring these questions, assessors remain mindful of the need 

to protect three interconnected dimensions of the organisation:  i.  Decision making; ii.  

Information; iii.  Assets (physical and intangible) (Skorich & Manning, 2025).  Once these 

considerations have been addressed, the intentional IT vulnerability analysis should be 

augmented through the application of a person-centred behavioural perspective.  This 

begins with West and Michie’s (2020) COM-B Model (illustrated in Figure One, below). 

 



 

 

COM-B considers behaviour a dynamic process determined by a person’s perceived 

capability to achieve an immediate goal; the opportunity(ies) present to enable this, 

and, critically, the motivational choices arising from the person’s contemporary wants 

and needs.  COM-B regards motivation as a product of self-regulation, emotional 

processing, and habitual activity.  It follows that an individual’s motivational perspective 

underpins his/her goal-directed behaviours (West & Michie, 2020).  Given the rational 

choice behavioural emphasis of this model, one must consider that the likelihood of a 

person engaging in increasingly complex or higher consequence intentional IT activities 

increases through successful (i.e., undetected) repetition of more rudimentary IT events.   

 

 

Figure One:  COM-B Model (West & Michie, 2020) 

 

To apply COM-B comprehensively, it is, however, pertinent to recognise that the 

affective domain plays a prominent role in triggering a person’s decision to engage in, 

and remain committed to networked IT.  Scholars have identified an escalating pattern 



 

 

of IT-centric emotionality which includes a pervasive sense of injustice; a perceived 

failure to manage life’s challenges whilst maintaining a coherent sense of self; a 

psychological dependency upon intoxicants, and marked apprehension over financial 

matters as predictive of IT behaviours.  It is suggested that these harmful emotional 

tones become elevated during high-stress periods or times when the individual 

considers his/her accomplishment of an existential goal to be confounded (Charney, 

2014; Shaw & Sellers, 2015; Charney & Irvin 2016; INSA, 2017; Noonan, 2018; CDSE, 

2021; Terrill et al., 2024). 

 

IT scholars will recognise how Lenzenweger and Shaw (2022) insist psychosocial 

paradigms of IT behaviour, such as the well-publicised Critical Path Model (Shaw & 

Sellers, 2015), require continual validation.  Scholars will note, furthermore, that 

Lenzenweger and Shaw (2022) outline two additional considerations:  First, that given 

the inherent uncertainties in IT risk prediction it is important to consider the 

interconnected array of psychological, sociological, and situation factors that contribute 

to IT; second, that the personal stressors associated with IT are yet to be fully 

understood or conceptually integrated.  Moreover, Lenzenweger and Shaw (2022) and 

Skorich and Manning (2025) affirm that IT studies are modelled upon persons whose 

behaviours have been exposed, thereby introducing a prominent empirical limitation.  



 

 

To establish greater clarity in IT risk assessment it is advantageous to apply an additional 

analytical lens.  Stanier and Nunan’s (2023) ‘FIREPLACES Framework10’ is apposite for 

this. 

 

Informed by the wider behavioural science literature, but contextualised within UK-

based law enforcement, FIREPLACES examines the motivation of covert human 

informants (agents) operating within extremist groups (Stanier & Nunan, 2023).  The 

principal benefit of FIREPLACES is that it aligns established theory with real-world 

examples to outline the dynamic motivational structures of those persons who credibly 

maintain covert relationships (or DA)−typically over an extended period and often in 

high-consequence, high-stress situations−to operate against their host organisation. 

 

Paralleling West and Michie (2020), Stanier and Nunan (2023) consider motivation a 

dynamic multidimensional phenomenon.  Although Stanier and Nunan (2023) urge 

against the temptation to interpret motivation in reductionist terms, they align with 

NPSA (2013) in recognising motivation as closely linked to rewards and suggesting that 

these rewards are typically associated with a combination of financially and ideologically 

driven features.  Building upon their multidimensional position, Stanier and Nunan 

 
10 Hereafter referred to as ‘FIREPLACES.’ 



 

 

(2023) promote a distinction between initiating and sustaining motivation.  They insist 

that where the former concerns the reasons why a person undertakes a particular 

behaviour, the latter focuses upon the reasons why he/she remains engaged.  Noting 

research limitations in respect of the emotional and moral elements of informant 

motivation, and in the appreciation of its dynamic nature, Stanier and Nunan (2023) 

highlight the importance of attending to evolutions in the direction and magnitude of a 

person’s motivational position.  In particular, they advocate consideration of why certain 

behaviours are selected; how long they are enacted, and how hard the individual is 

willing to work in pursuit of the expected goal(s). 

 

Stanier and Nunan’s (2023) observations regarding the essential qualities of motivation 

align with those of leading motivational scholars (Simpson & Balsam, 2016; Miller & 

Rollnick, 2023), in that the accurate identification of a person’s motivation is essential 

in understanding the myriad psychosocial features that determine his/her decision 

making.  Stanier and Nunan (2023) urge those professionals conducting motivational 

assessments to recognise that whilst degrees of deception remain commonplace, for 

certain individuals they will constitute a face-saving technique intended to conceal 

additional motivational perspectives.  For those seeking to mitigate the likelihood of 

networked IT, it is imperative to recognise that the recruitment of vulnerable persons 



 

 

by highly capable handlers or ‘beneficiaries’ (Skorich & Manning, 2025), is a distinct 

possibility, and, furthermore, that the successful recruitment and management of 

covert human sources is contingent upon detailed, comprehensive motivational insight. 

 

The FIREPLACES Model offers empirically valid insight into the motivational factors 

underpinning the decision making of persons who maintain a particular form of DA.  

Acknowledging FIREPLACES’s recent introduction into the canon of human motivation, 

independent critical analysis into its application would further its academic credentials.  

Likewise, the inclusion of greater numbers of female participants as well as a more 

detailed analysis of culturally bound variables would be of both theoretical and applied 

value.  Although the model adds value to the thinking around networked IT motivation, 

a more comprehensive discussion of those motivational features outside of finance and 

ideology may assist in cultivating additional interest in its employment.  Similarly, the 

practical utility of FIREPLACES may be enhanced by considering ‘disengagement 

motivation’ models, such as that proposed by Horgan (2008). 

 



 

 

 

Figure Two:  The FIREPLACES Framework (Stanier & Nunan, 2021/2024) 

 

The fusion of these psychosocial perspectives into a comprehensive networked IT 

analysis model offers a foundational approach to the mitigation of a complex multifactor 

threat.  This model assumes a psychosocial approach by taking into consideration the 

emotional and practical inconsistencies associated with an individual’s professional 

allegiance and the impact these can have upon his/her likelihood of betrayal.  Whilst the 

model is based upon empirically robust perspectives that evidence a high degree of 

ecological validity, its efficacy as a unified construct requires thoughtful consideration if 



 

 

it is to directly benefit the inherently collaborative, high-value, yet high-threat space 

sector. 

Conclusion 

It is to be expected that multipolarity, geopolitical fragmentation, and the ascendancy 

of the sub-threshold domain will expedite an increase in IT.  Whilst IT is a long-

established phenomenon, this paper is concerned with the ‘strategic erosion’ (Kaushal, 

2021, p.11) that underpins the manifestation of contemporary networked IT.  The U.S., 

UK, and the EU recognise the value of the space domain to current and future 

geopolitical stability as well as the myriad harms associated with intentional IT. Despite 

this, European-centric empirical studies into the most effective means of countering 

intentional IT are in relatively short supply.  This paper seeks to partially address this 

discrepancy. 

 

The authors offer a focussed perspective on ITs to space assets.  They endorse the view 

that given the integral role of space assets in safeguarding the sovereignty of those 

nations that champion the B-bIO, those nations’ space assets will be subject to 

increasing attacks from a variety of ‘beneficiaries.’  These beneficiaries are likely to 



 

 

include hostile state actors and their proxies, as well as other groups and individuals 

seeking to exploit space for instrumental gain.   

 

There can be little doubt that the myriad opportunities for multisector collaboration in 

the space industry will be instrumental in addressing today’s supply and demand 

challenges.  Contemporaneously, due regard must be paid to the security implications 

of such ventures.  Convoluted ill-defined supply chains, marked variation in 

organisational security policies and practices, and the absence of an overarching 

international cybersecurity supply chain framework are of particular consequence.  In 

response, the authors acknowledge the operational level fault lines associated with the 

supply chain network of space assets, whilst highlighting the extensive harms associated 

with IT and the increasing financial implications of data breaches.  Notably, the authors 

deduce that the psycho-social divisions which stem from geopolitical fragmentation will 

create fertile ground for covert action and the delivery of (networked) IT.  It follows that 

whilst hostile (state) actors continue exploiting psycho-social divisions and person-

centred vulnerabilities to recruit susceptible insiders, the principle of dual allegiance will 

represent a prominent approach vector for IT. 

 



 

 

Given the value of cohesive collaborative relations to the furtherance of the space 

industry, this paper has touched upon the history, development, and ubiquitous nature 

of intentional IT and explored the organisational and interactional variables associated 

with its application.  Thereafter, the authors introduce the term ‘networked insider 

threat’ to account for those instances in which an individual exploits his/her legitimate 

access to infiltrate a previously inaccessible domain, organisation, or group.  Noting how 

networked insider threat can be divided into internal and external typologies, the 

authors endorse the requirement to support collaborative relations in the space sector 

whilst simultaneously ensuring the necessary protocols are enacted to minimise the 

likelihood of an internal security compromise. 

 

Organisations must invest time and effort acquainting themselves with their people and 

the web of motivational factors that drive them.  Therein, it is essential to recognise 

motivation as dynamic, outcome-driven, and influenced by a range of intrapsychic and 

interpersonal circumstances.  Not only do these circumstances compel the individual’s 

behaviour, but they inform his/her identify construct and dictate the nature of his/her 

integration with the organisation.  As the prevalence of covert action increases, 

individual-organisational integration is likely to come under sustained threat from 

external beneficiaries who are seeking to manipulate an organisation’s employees to 



 

 

secure illicit access.  Thus, the authors urge that the development of advanced space 

technology is secured against malicious influence, such as may be orchestrated by 

networked IT actors. 

 

The intersubjective essence of the individual-organisational integration and the 

significant harms associated with (networked) IT demand thorough holistic analysis.  

Fortunately, the types of covert action that permeate the sub-threshold domain can be 

mitigated through informed strength-based collaboration that maximises human capital 

whilst identifying vulnerabilities and risks.  The authors assert that a contextually 

informed person-centred analytical framework that is attuned to the systems, 

structures, and assets of the parent organisation constitutes the optimal means of 

delivering holistic IT assessment.  This approach can be operationalised through the 

alignment of the systemic DA paradigm and structural IT analysis framing questions with 

the idiographic lens of the COM-B and FIREPLACES models. 
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